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1. Getting Started 

What is JetStream Migrate? 

JetStream Migrate is a software application designed to facilitate virtual machine migration to the cloud. It is 
unique in the way that it manages data replication to the cloud, enabling numerous distinctive features, 
specifically: 

• Live migration with minimal downtime for running applications. 

• Migration estimation to forecast migration duration, network requirements, etc. 

• Lightweight deployment, and simple operation. 

• Fault tolerant data transfer that can resume replication if interrupted. 

• Data migration supported via data transport device as well as over a network. 

• Control over the balance between replication duration and VM performance. 

Key Features 

JetStream Migrate features four basic components: 

1. Migration Estimator for “pre-flight” prediction of migration duration and migration parameters. 

2. Data Replicator to transfer VMs’ data to the cloud destination and migrate production VMs. 

3. Data Transport Device Manager to facilitate data transfer using a physical device. 

4. Management Server used by the administrator to manage and orchestrate migration processes. 
 

These four components work together, though the Data Transport Device Manager may not be required if all 
data can be transferred over a network connection. 
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The Migration Estimator is a utility that helps administrators predict the time and network bandwidth required 
to move the VMs’ data to the cloud. It considers the amount of data to be transferred, the actual network 
bandwidth available for the transfer, and the amount of data that will change during the transfer (as more 
changes at the source during migration will require a greater amount of “foreground” data transfer). A key 
advantage of the Migration Estimator is that it can be used not only for individual VMs, but also for “Migration 
Groups” – sets of applications and VMs that should migrate at the same time. The Migration Estimator evaluates 
the replication network's bandwidth, latency and rate of packet loss, and the administrator can use this 
information to set replication parameters that enable the Data Replicator to fully utilize the network. Using the 
Migration Estimator, the administrator can determine if it is more efficient to only use the network or to transfer 
data via physical shipment of a data transport device. JetStream Migrate supports live migration even when data 
is shipped to the cloud destination on a physical transport device. 

The Data Replicator is the mechanism that is fundamentally responsible for getting the data to the destination 
with minimal disruption to the application as it is running on-premises. The JetStream Data Replicator is 
integrated with the vSphere hypervisor through an IO Filter, based on the vSphere APIs for IO Filtering. The Data 
Replicator combines two replication processes to copy data to the destination while the VM and its application 
continue to run. These processes, called Background Replication and Foreground Replication, are described 
below. 

Figure 1: Elements of JetStream Migrate software. 
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Data Transport Device Manager is used when data will be transported to the destination on a physical device. 
Sometimes the amount of data to be migrated is very large and moving data over the network would be 
extremely time-consuming. In these situations, transferring the data on a physical device can save a great deal of 
time. Even when data is transported to the cloud on a physical device, the application and VM can continue to 
run at the source. JetStream Migrate supports live migration with both device-based and over-network data 
replication. While the Data Replicator can be used without the Data Transport Device Manager (if all replication 
will take place over a network connection) the Data Replicator is always needed. Even if the majority of data are 
transported to the destination via physical device, the Data Replicator is needed to execute the foreground 
replication process for data written while the device is in transit. For maximum efficiency, the Data Replicator 
begins foreground replication as soon as the device is populated and continues to replicate data while the device 
is in transit. 

Management Server is a vCenter plugin virtual appliance that is used to manage and orchestrate the migration 
processes. Regardless of whether data will migrate entirely over a network or primarily via a data transport 
device, the administrator manages the migration process through the Management Server GUI, which is simply a 
tab in the vCenter GUI. The Management Server also provides REST endpoints for greater scalability and 
automation. The migration source and destination vCenters can be independent OR configured in Enhanced 
Linked Mode (ELM), providing full administrative control over both the source and destination clusters. 

The Management Server orchestrates the migration process. This includes: 

• Defining migration groups. 

• Automatic creation of the destination VM profile for the final stage of migration. 

• Creation of destination vDISKs. 

• Identification of the replication network. 

• Generation of replication statistics and error reports.  
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Data Replication: Key Concepts 

Concept Description 

Source The environment where the VM is currently running. 

Destination The environment where the VM and its data will be moved. 

Background Replication The process of reading existing data from the disk at the source and copying 
it to the destination. 

Foreground Replication The process of identifying data write operations that take place at the source 
while migration is under way. 

Final Migration Completing the replication process and create the final migrated VM at the 
destination. 

Write Throttling (Backpressure) A controlled slowing of the application’s write operations at the source, 
which takes place when network bandwidth is insufficient for the amount of 
foreground replication induced by the application’s current write activity. 

Replication Rate (Backpressure) A controlled slowing of background replication in order to avoid negatively 
impacting application performance. 

Migration Group A group of VMs the administrator has determined should be migrated and 
powered on together. 

Table 1:  Terms used for JetStream Migrate. 

 
Source/Destination: The primary use case for JetStream Migrate is to facilitate workload migration from an on-
premises data center to a data center operated by a cloud services provider. However, it may be used to migrate 
workloads in other use cases. Therefore, the terms "source" and "destination" are used throughout this 
document.  

Background/Foreground Replication: Replication, or the movement of data from the source to the destination 
occurs in two stages: background replication and foreground replication. Background replication is the 
movement of existing data on the disk from the source to the destination. This can be done over the network or 
via a data transport device for very large data sets. While background migration is occurring, no compute 
operations need to be halted at the source; however, newly written data must also be transferred to the 
destination. Foreground replication is the process of transferring all newly written data from the source to the 
destination over the network. 

Final Migration: is the last step of the migration process and reconciles all changes to data at the Destination 
that were introduced by foreground replication. 
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Backpressure (Write Throttling / Replication Rate): Backpressure controls allow data handled during the 
migration process to be throttled for the purpose of tailoring performance characteristics to match network 
performance. If network bandwidth becomes overwhelmed during migration, it may result in poor performance 
of applications being run during migration or prevent the migration job from being able to complete. Introducing 
backpressure may alleviate these problems by "balancing" background and foreground data with network 
bandwidth. 

Migration Group: A group of related VMs that have been identified by the administrator managing the data 
replication process. The VMs of a migration group will arrive at the cloud destination together and are powered 
on concurrently by the administrator when ready via a single command. 

VMs can also be migrated independently in which case they will be transferred from the source to the 
destination sequentially. When VMs are migrated independently the administrator has an additional option to 
allow migration processes to execute automatically, in which case the VMs will be powered on automatically 
after arriving at the destination without additional interaction by the administrator. This is a useful and 
important feature for moving large numbers of VMs to the cloud destination in an efficient and automated 
fashion. 
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2. Pre-Installation 

Before installing JetStream Migrate software, take time to review the below guidelines and your system 
environment to ensure an optimal configuration for the best possible results.  

Migration Source 

The migration source should adhere to the following guidelines: 

Item Comments 

VMware vCenter Server Supported Version Version 6.0 U2 and above; Version 6.5 

HTTPS port If using a firewall, HTTPS port 443 must be open. 

Connectivity The Management Server FQDN should be reachable from 
vCenter Server, otherwise the plugin installation will fail. 

Time vCenter Server and JetStream Migrate Management Server 
clocks must be synchronized. 

Distributed Resource 
Scheduler (DRS) 

DRS is strongly recommended on the source cluster for VM migration. It allows load 
balancing at the source for VMs to be migrated. 

Cluster ESXi Hosts Migrating VMs must be from a cluster containing at least 2 ESXi 
hosts. 

ESXi Host Supported Version All hosts must be running ESXi version 6.0 U2 or above; or 6.5. 
* The same ESXi version should be used throughout the cluster. 

Time ESXi hosts and JetStream Migrate Management Server clocks 
must be synchronized. 

Connectivity vCenter Server FQDN should be http-reachable from the host, 
otherwise the host configuration will fail. 

vMotion Network The vMotion network must be configured using the "Default" 
TCP/IP stack. This is required for the vSphere HA cluster 
("master-slave") architecture that provides fault tolerant 
migration. 

CIM Service On the ESX hosts for the migrating VMs, be sure the CIM server 
is enabled (default setting). 

  



 

11 

 

JetStream Migrate Administrator’s Guide 

Management Server 
Appliance 

A management server appliance will be deployed prior to migration. The management 
server appliance must be configured per the following requirements: 

CPU 64 bit, 2 vCPUs 

Memory 4GB 

Disk Space 60GB 

Network Static IP address recommended 

DNS DNS name resolution for ESXi Hosts and vCenter Server 

Ports When JetStream Migrate software is installed, a range of ports will automatically be 
opened on the source ESXi hosts. For most users, no additional action is necessary. In 
cases where the on-premises/source setup has special firewall rules blocking these 
ports, additional customer action will be needed to manually open these ports. 

Port Range 32873-32875 

Data Transport Device 
(DTD) 

If a DTD will be used for migration, then a detachable datastore or NFS device must be 
connected that is accessible to all hosts in the cluster of the migrating VMs. 

Device Type Any storage device that can be mounted and written to by the 
hosts. 

Capacity Capacity must be large enough to contain all data of the 
migrating VMs. 

Table 2: Migration source guidelines. 
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Network Between Source and Destination 

A network must be set up between the on-premises data center and the vCenter server at the destination per 
the following guidelines: 

Item Comments 

Network Connection Either of the two methods listed below are an acceptable way to establish a network 
connection between the source and destination: 

Method 1 Enhanced Linked Mode (ELM) between the source and the 
destination. 

Method 2 A secure communication channel between the source and the 
destination. 

NSX VMware NSX is recommended. If necessary, an NSX virtual appliance may be 
installed. 

VPN IPsec JetStream Migrate software has been tested to work with a VPN IPsec tunnel 
between an on-premises source and cloud destination. 

Shadow VM port During the migration process, a receiver shadow VM will be created on the 
destination for data replication. Any firewall that exists between the source and 
destination that blocks the port must be opened prior to migration. 

Port number 32875 

Table 3: Network guidelines. 

 

NOTE: Any required ports (e.g. port 443) should be opened at the source, the destination and at all points in 
between. 
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Migration Destination 

The migration destination should adhere to the following guidelines: 

Item Comments 

VMware vCenter vCenter Server vCenter Server at the destination must be the same or higher 
version than used at the source. 

ESXi ESXi at the destination must be the same or higher version than 
used at the source. 

System Resources The destination must have enough system resources to handle all VMs being 
migrated to it. 

During the migration process a small amount of system overhead is required to 
support the operation of shadow VMs at the destination. In most cases, the 
overhead resources required by shadow VMs are small enough to be included within 
the amount of resources reserved for their associated VMs being migrated. 
However, if a migrating VM is smaller than its shadow VM, then the following 
estimates should be used to calculate overhead resources required by the shadow 
VM for migration. Any overhead resources used by shadow VMs during migration 
will be fully released after migration is complete. 

CPU* 2 vCPUs per shadow VM. (* Resource is typically provided from 
amount reserved for VM being migrated.) 

Memory* 2GB per shadow VM. (* Resource is typically provided from 
amount reserved for VM being migrated.) 

Disk Space No overhead disk space required by shadow VMs for network 
migration. 

Network DHCP DHCP network service should be implemented on the 
destination side. 

Virtual Network A virtual network (through virtual switches, etc.) will be 
identified for complete and automatic VM migration. 

Distributed Resource 
Scheduler (DRS) 

DRS is strongly recommended on the destination cluster for VM migration. It allows 
load balancing at the destination for VMs to be migrated to a cluster rather than a 
single host. 

High Availability HA on the destination cluster is recommended to ensure migration will not be 
disrupted in the event a VM's host fails. 
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ESXi Host Cluster Destination ESXi host(s) must be in a cluster configuration. (* If an HA configuration 
is used as described above, then the cluster must contain more than one host.) 

Data Transport Device 
(DTD) 

If a DTD will be used for migration, then disk space at the destination should meet 
the following requirement: 

Disk space The destination should have at least 20% more storage capacity 
(overhead) than reported as required for migration by the 
Estimator. 

Until the DTD is processed at the destination, foreground data will 
continue to be generated, which in turn uses storage. Therefore, it 
is recommended to process the DTD as soon as possible to limit disk 
space consumption at the destination. After the DTD has been 
processed, any disk space used as overhead will be returned to the 
system. 

Services for Migrated 
VMs 

Essential services necessary for operation of migrated VMs (such as LDAP, Active 
Directory, DNS, etc.) should be established at the destination before performing 
migration of the VMs. 

Table 4: Migration destination guidelines. 
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Other Considerations 

In addition to the guidelines provided above, also consider the following points which may affect use of 
JetStream Migrate software in your specific environment: 

Item Comments 

Hardware Disks connected via NVMe controller cannot be migrated. 

Network Migration No more than 60 disks per VM can be migrated over the network. 

Non-persistent disks cannot be migrated over the network. 

Disks configured for sharing cannot be migrated over the network. 

DTD Migration No more than 58 disks per VM can be migrated using DTD. 

VMs with non-persistent disks cannot be migrated using DTD. 

VMs with disks configured for sharing cannot be migrated using DTD. 

VMs with independent disks cannot be migrated using DTD. 

VMware VMs with existing snapshots cannot be migrated. 

Resource pools and folders cannot be used as a migration target (at destination). 

VMs with delta disks cannot be migrated. 

VMs with RDM disks cannot be migrated. 

Disk configuration cannot be changed during the migration process. 

Storage vMotion should not be performed during migration. (Attempting a Storage 
vMotion during migration can cause data corruption at the destination.) 

Table 5: Considerations for using Migrate software. 

 

NOTE: The terms and concepts described here are discussed in more detail throughout this document.  
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3. Installation and Configuration 

JetStream Migrate software is comprised of two parts: a management server virtual appliance, and host 
components. The management server is used to install and configure host components on the source cluster and 
then to manage Migrate software. The installation and configuration process includes: 

1. Downloading the software 

2. Deploying the management server appliance 

3. Installing the vCenter server plugin 

4. Configuring the cluster with an IO Filter package 

5. Configuring the email alarm 

NOTE: If VMs will be migrated from multiple vCenters, deploy a JetStream Migrate Management Server 
Appliance instance for each vCenter Server. 

Download the Software 

After reviewing the pre-installation requirements described in Chapter 2, download the software package from 
JetStream Software. The package will typically be delivered as a .zip file that should be expanded prior to 
installation. The package will contain: 

• OVA installation file 

• Release notes 

• Administration guide 

Deploy the Management Server Appliance (OVA) 

Deploy the JetStream Migrate Management Server appliance on an ESXi host using vSphere Client connected to 
a vCenter Server managing the host. Although the Migrate Management Server Appliance can be installed 
directly from the vSphere client, it is recommended to use the vSphere Web Client whenever possible. 

The distributed .ova file contains all the necessary components to work with the vSphere Web Client (the .ova 
archive file contains the JetStream Migrate .ovf package files). For additional details about the vSphere Web 
Client, refer to VMware vSphere documentation. 

NOTE: To perform the following steps, you must have vCenter Server admin privileges to install third party 
vSphere Web Client extension plugins. 
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Follow these steps to install the JetStream Migrate Management Server. 

1. Copy the ova file to the workstation from where the ova file will be deployed. 

2. Connect to the vCenter Server from the vSphere Web Client using a web browser. Log in as an administrator 
with rights to provision and manage virtual machines. 

3. Select the ESXi host where the .ova file will be deployed. Right-click the host object and select the menu 
item Deploy OVF Template, then navigate to the .ova file using the Browse button and click Next. 

4. Accept the end user license agreement that is displayed. The JetStream Migrate Management Server will be 
installed on a new VM on the selected host. 

Figure 2: Browse for the .ova file. 
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5. Enter a name for the 
VM to be created and 
select the datacenter 
for the VM. Click the 
Next button. 
 
 
 
 
 
 
 
 
 
 

 
 

6. Select the virtual disk 
format, VM storage 
policy, and the 
datastore to be used 
for the JetStream 
Migrate Management 
Server VM. Click the 
Next button. 

Figure 3: Name the VM and select a datacenter. 

Figure 4: Configure storage for the VM. 
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7. Configure networking 
options or defaults. 
Click the Next button.  
 

8. Choose a password 
for root on the 
management server. 
If a password is not 
specified, the default 
value jetstream will 
be used. 
 
 
 
 
 
 

9. Enter a hostname 
(FQDN) for the 
management server. 
This must be a 
unique and fully 
qualified domain 
name (FQDN) that 
can be accessed by 
the vCenter. 
 

 

 

 

 

 

 

IMPORTANT: The management server's FQDN must be properly registered to the DNS server and the 
vCenter Server should be able to reach the Management Server by its FQDN. Without proper hostname 
configuration, the JetStream Migrate client plugin will not appear in the vCenter Server Web Client. 

  

Figure 5: Configure network options. 

Figure 6: Enter a fully qualified domain name for the management server. 
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10. Fill in the remaining details on the screen then click the Next button. 

11. On the following summary page click the Finish button to create the VM and install the JetStream Migrate 
management server. 

 

TIP: For testing purpose, if you do not plan to use DNS names and hence want to use the JetStream 
management server using its IP address, leave the hostname unchanged as 'localhost.localdomain' and 
update the default gateway and Network IP addressing with static IP addresses you plan to use for the 
management server. 

 

12. Wait until the deployment of the management server software completes, then register the vCenter server 
with the management server as described below. 

IMPORTANT: Reverting a Management Server snapshot to a previous state is not supported. Some 
information can be lost and thus the GUI may display inconsistent information. 

  

Figure 7: Complete the configuration to install the management server. 
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Install the vCenter Server Plugin 

Register the vCenter Server with the Management Server 

1. Right-click the JetStream Migrate management server VM name in the left-pane inventory column and 
select Open Console to open a terminal window. The message will display the IP address of the JetStream 
Migrate Management Server just installed. 

2. Follow the instructions in the console window to register the vCenter Server in a web browser. 

 

  

Figure 8: Registering the vCenter server in a console window. 
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Register the Source and Destination vCenter Servers 

The source and destination servers must be configured to work together. Their information is entered on the 
screen described below: 

Full Details: 

• Make sure the checkbox for “Source 
and destination vCenter servers are in 
linked mode.” is un-checked. 

• Enter the FQDN or IP address for both 
the Source and Destination vCenter 
Server to be registered 

• Enter the credentials for an 
administrator with sufficient privileges 
to manage virtual machines. (The 
option can be used if username and 
password are the same on both 
servers.) 

• Click the Register button. 

 
 

 
Quick Setup: 

If the migration environment contains only two 
vCenter servers (source and destination) and 
they are configured using Enhanced Linked 
Mode, then they can be registered together 
with a quick setup screen. 

• Make sure the checkbox for “Source 
and destination vCenter servers are in 
linked mode.” is checked. 

• Enter the FQDN or IP address of the 
Source vCenter Server to be registered 
and the credentials for an 
administrator with sufficient privileges 
to manage virtual machines. 

• Click the Register button.  

Figure 9: Registering vCenter servers using the full details view. 

Figure 10: Registering vCenter servers using the quick view. 
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Configure the Cluster with the IO Filter Package 

The next step deploys the JetStream Migrate IO Filter to all hosts of the cluster. Select the cluster containing 
VMs to be migrated (source) to configure the JetStream Migrate host package on it then perform the following 
procedures: 

1. Using the vSphere 
Web Client, go to the 
cluster level then click 
the JetStream tab to 
manage the 
JetStream Migrate 
host package. 
 
 
 
 
 
 
 
 
 
 

2. Click the Configure Cluster button on the JetStream screen. 
  

  

Figure 11: JetStream Migrate operates at the cluster level. 

Figure 12: Click the Configure Cluster button. 
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3. On the pop-up dialog 
that appears, click the 
Configure button. 
JetStream Migrate 
software will 
automatically be 
installed on all hosts 
of the cluster. 
 
 
 
 
 
 
 
 
 
 

Tip: Notice the reminder in the dialog window that all hosts of the cluster must be able to reach the vCenter 
server FQDN via HTTP to install the software. 

 
 

4. A progress bar 
appears during 
installation of the IO 
Filters on the hosts. 
 

5. After the host 
component software 
has completed 
installing, a popup 
dialog appears. Click 
the OK button to 
proceed to the 
Migrate tab. 

  

Figure 13: The software will be installed on all hosts of the cluster. 

Figure 14: JetStream Migrate software is being installed. 
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Configure the Email Alarm 

After the Management software and IO Filters have been installed, an email alarm should be configured to alert 
administrators when certain activities have occurred on the system. 

Alarm Types 

The system is capable of producing four different types of alarm messages. 

Alarm Type Description Alarm 
Setting 

Notification Method 

Migration Start Administrator can set this alarm to be sent after 
estimation has completed for independent VM or 
group migration. The alarm will be triggered as soon 
as migration starts for the VM. 

Administrator 
defined 

Email notification 
only 

Migration Time Alarm will be triggered if the independent VM or 
group migration time exceeds twice the amount of 
time originally estimated. For independent VMs, the 
alarm is triggered for each VM. For migration 
groups, the alarm is triggered for the associated 
cluster. 

The minimum amount of time for this alarm to be 
triggered is 1 hour (e.g. an estimated 20 minute 
migration will not trigger the alarm sooner than 1 
hour). 

Always 
enabled 

Email notification 
and state change 
(indicated on-
screen) 

BG Data 
Replication 
Complete 

Alarm will be triggered when the independent VM 
or group migration has finished replicating all 
background data. 

Always 
enabled 

Email notification 
only 
 

Migration 
Error/Abort 

Alarm will be triggered if there is a migration 
error/abort for a VM, whether it is performed 
independently or as part of a migration group. 

Always 
enabled 

Email notification 
and state change 
(indicated on-
screen) 

Table 6: Alarm Types 
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Configure Sender Email on the Server 

1. Select the source vCenter Server node then go to Configure > Settings > General and click the Edit button. 
Select the Mail option then enter the SMTP mail server and a sender email address. 
 

 

2. When finished, click OK to save the email settings. 

  

Figure 15: Configuring the SMTP mail server setting. 
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Configure Receiver Email Details 

1. Navigate to JetStream > Estimate then click the Alarm Settings link. 

2. Add one or more email addresses to receive email alerts generated by the system. 

• Enter an email address then click the Add Email button. 

• The email address will be added to the list of email recipients. 

• Repeat this step as many times as necessary. 

 

  

Figure 16: Adding email recipients to receive alarm messages. 
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vSphere 6.0 Alarm Notification Limitation 

vSphere 6.0 has a product limitation that prevents alarm notifications from being sent by the system. This is a 
known VMware issue with vSphere 6.0 but has subsequently been fixed in vSphere 6.5. 

Although JetStream Migrate alarm notifications can be configured in vSphere 6.0 environments as described in 
this document, the email notifications will not actually be sent. 

The following error message may be encountered (in /var/mail/root):  

550 - The mail server could not deliver mail to root@<VC FQDN>. The account 
or domain may not exist, they may be blacklisted, or missing the proper DNS 
entries. 
 

The email relay server will then reject messages that have an invalid return path (root@<VC FQDN>) 

For more information refer to: https://kb.vmware.com/s/article/2073849 

Workaround:  

To properly present root@<VC FQDN> as <user@domain.com>, follow the instructions at: 
https://www.tldp.org/HOWTO/Sendmail-Address-Rewrite-3.html 

Alternately, perform the following steps: 

1. Open /etc/mail/genericstable and add the line: root <user@domain.com> 
(Note: <user@domain.com> must be a resolvable email address) 

2. Regenerate genericstable 
makemap -r hash /etc/mail/genericstable.db < /etc/mail/genericstable 

3. Create the file sendmail.mc 
/sbin/conf.d/SuSEconfig.sendmail -m4 > /sendmail.mc 

4. Create the file /etc/mail/generics-domain and add the line: <VC FQDN> 

  

https://kb.vmware.com/s/article/2073849
https://www.tldp.org/HOWTO/Sendmail-Address-Rewrite-3.html
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5. Modify sendmail.mc so that emails sent by root are masqueraded as having a valid email address. Sample 
content: 

###################################################################### 
# /etc/sendmail.cf 
# 
# Generated by /sbin/conf.d/SuSEconfig.sendmail on 2018/09/28 18:22:27 
# controlled by /etc/sysconfig/mail and /etc/sysconfig/sendmail 
# 
###################################################################### 
divert(-1) 
include(`/usr/share/sendmail/m4/cf.m4') 
divert(0)dnl 
VERSIONID(`@(#)Setup for SuSE Linux     8.14.2-0.9 (SuSE Linux) 2008/02/20')dnl 
OSTYPE(`suse-linux')dnl 
FEATURE(`access_db', `hash -T<TMPF> -o /etc/mail/access.db')dnl 
FEATURE(`greet_pause', `2000')dnl 
FEATURE(genericstable, `hash -o /etc/mail/genericstable.db')dnl 
FEATURE(generics_entire_domain)dnl 
FEATURE(`masquerade_envelope')dnl 
MASQUERADE_AS(`<domain.com>')dnl 
MASQUERADE_DOMAIN(`<VC FQDN>')dnl 
GENERICS_DOMAIN(`<domain.com>')dnl 
GENERICS_DOMAIN_FILE(`/etc/mail/generics-domains')dnl 
define(`UUCP_MAILER_MAX', `2000000')dnl 
dnl DOMAIN(`generic')dnl 
define(`confFORWARD_PATH', 
`$z/.forward.$w+$h:$z/.forward+$h:$z/.forward.$w:$z/.forward')dnl 
define(`confMAX_HEADERS_LENGTH', `32768')dnl 
FEATURE(`redirect')dnl 
FEATURE(`use_cw_file')dnl 
define(`SMART_HOST', `<relay server FQDN>')dnl 
MAILER(`local')dnl 
MAILER(`smtp')dnl 
MAILER(`procmail')dnl 
MAILER(`uucp')dnl 
MAILER(`bsmtp')dnl 
MAILER(`fido')dnl 
LOCAL_CONFIG 
Cwlocalhost <VC FQDN> 

6. Back up sendmail.cf 
mv /etc/sendmail.cf /etc/sendmail.cf.orig 

7. Generate a new sendmail.cf with the configuration defined in sendmail.mc 
m4 /sendmail.mc > /etc/sendmail.cf 

8. Restart the sendmail service 
/etc/init.d/sendmail restart 
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4. Estimating VM Replication Time 

Estimation provides a detailed account of the time that will be required to migrate selected VMs and the amount 
of network traffic that will be generated during the process. This allows the administrator to select an 
appropriate migration method and effectively plan migration jobs that minimize impact on system and network 
resources and avoid service disruptions to end users. 

To estimate the time required for replication, the software monitors the I/O traffic between each selected VM 
and its Virtual Disk(s), as well as the network throughput between the source and destination. If application 
activity or network throughput fluctuates, running the estimator for a longer period of time will provide a more 
accurate estimate. The minimum time recommended for estimation is one hour to get a general picture, but the 
estimation job can be extended for as long as necessary to account for varying levels of network traffic (e.g. to 
span peak traffic times or slower periods such as over a weekend). Estimation observes the same data that 
would be transferred during a real migration, so its measurements are quite accurate, although no live data will 
actually be propagated to the destination. 

Performing estimation is highly recommended, but it is not a required step prior to migration. 

Performing Estimation 

Select Source VMs 

Prior to starting the estimation process, select one or more VMs being considered for migration. Estimation is 
performed at the VM level and provides details for individual VMs, for groups of VMs, and for selected VMs 
(subsets) of a group. After 
estimation, different mixes of 
VMs can be selected for 
migration based upon estimation 
results. 

The following steps describe how 
to perform VM Estimation: 

1. Navigate to JetStream > 
Estimate. 

2. Click the button New 
Estimation. 

Figure 17: Starting a new estimation job. 
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3. On the screen "STEP 1: SELECT SOURCE" select VMs to estimate from the list by clicking their row.  
The checkmark icons of selected VMs will turn green. 

  
  
  

4. Specify for how long the estimation process should run, then click Next. 

   

Figure 18: Select VMs to estimate. 

Figure 19: Set the duration of the estimation job. 
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Select Destination 

1. On the screen "STEP 2: SELECT DESTINATION" select the compute resource at the destination where the 
VMs will be migrated. It could be either a cluster or a host. 

2. Select a storage resource at the destination. The selected resource will be marked with a green 
checkmark icon. 

3. From the destination network drop-down menu, select the network of the destination. 

NOTE: Be sure to specify the same network for estimation that will be used for migration. 

4. Click the Next button 

Figure 20: Specifying resources at the destination. 
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5. The first time the 
Migrate or Estimate 
job is performed on a 
destination, an agent 
file will need to be 
sent to the 
destination. If the 
agent file pop-up 
dialog appears, 
indicate to where its 
ISO file should be 
stored. 
 
 
 
 
 
 
 
 

6. Click OK to apply the 
change and close the 
pop-up dialog. The 
location of the agent 
file on the destination 
datastore will then be 
displayed. 
 
 

7. Click the Next button 
to finish and move to 
the next step. 

  

Figure 21: Specify a location for the ISO file on the destination. 

Figure 22: The ISO will be copied to the destination. 
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Summary and Starting the Estimation Job 

After the source and destination have been configured, review the settings then begin the estimation job. 

On the screen "STEP 3: 
SUMMARY" the number 
of VMs selected, the 
length of the estimation 
job and system resources 
will be displayed. Click the 
Start button to begin 
estimation. 
 
 
 
 
 
 
 

At any time during the estimation process the Terminate button can be clicked to cancel the job. 

  

Figure 23: Review settings then click Start to begin estimation. 

Figure 24: Click the Terminate button to cancel the estimation job. 
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Reviewing Estimation Results 

After the estimation job has completed, details will appear on the Estimate screen. The main screen shows a list 
of all VMs that were estimated with a variety of information to help plan migration. 

Sub-screens are available to provide additional information and guidance about group/independent migration 
and migrating over the network or using a DTD. 

  

Figure 25: Reviewing details on the main Estimate screen. 
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View Group Estimation 

The Group Estimation sub-screen provides information about migrating VMs together as a group. Different 
combinations of VMs can be selected to compare results.  
 

1. From the main screen 
click the button 
Group Estimate to 
see an estimation 
result based on a 
group of selected 
VMs. 
 
 
 
 
 
 
 
 
 
 
 
 

2. On the pop-up dialog 
select VMs from the 
list to be estimated as 
a group. 

  

Figure 26: Click the Group Estimate button. 

Figure 27: Select VMs to include in the group. 
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3. Click the View Estimate button to see a summary screen with an estimate about migrating the selected VMs 
to the destination as a group. 

• The migration time indicated is for network migration only. (Migration time for DTD transfer is not 
estimated here.) 

• It is possible to start the actual migration for the group directly from this summary screen by clicking 
the Migrate button. The job will be performed as a group migration. 

 

 

 

NOTE: Do not start the Migrate function from the Group Estimation screen to migrate VMs independently. 

  

Figure 28: Estimation for the group of selected VMs are displayed. 
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View Overall Estimation 

The Overall Estimation sub-screen compares the time required to migrate VMs over the network to sending 
them via data transport device.  
 

1. From the main 
screen click the 
button Overall 
Estimate to see a 
comparison of 
migrating VMs over 
the network versus 
migrating using a 
DTD. 
 
 
 
 
 
 
 
 
 
 
 

2. A pop-up dialog 
appears comparing 
the time required to 
migrate all estimated 
VMs using the 
network or using a 
DTD. This knowledge 
aids the selection of 
an appropriate 
migration type. Click 
the button Edit 
Migration Type to 
jump directly to the 
migration type 
configuration screen. 

 

 

  

Figure 29: Click the Overall Estimate button. 

Figure 30: Estimates comparing migration over the network versus using DTD. 
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5. Migrating VMs 

Overview 

When VMs are migrated, the virtual disk(s) of each VM are copied to the destination. Before data is copied, a 
"shadow VM" is created at the destination to function as the temporary owner of the virtual disk being copied 
(background replication) and to enable replication of newly written data from the source to the destination 
(foreground replication). Once the virtual disk copy at the destination is very close to being a complete copy of 
the virtual disk at the source, "final migration" may be initiated, which shuts down the source VM, moves the 
final bits of data to the destination and commits the VM at the destination to take over for the VM at the source. 
After migration is complete, the original instance of the VM continues to remain at the source to be handled by 
the administrator in whatever way deemed appropriate. 

Migration Type: via Network versus Data Transport Device 

Two options are available for replicating background data from the source to the destination. Your choice will 
depend upon the amount of data to be transferred and if a device is available for the move. The simplest 
method is via network which uses the same network already configured during the setup of JetStream Migrate 
software. The main drawback is that all migration processes (including background replication, foreground 
replication and server communication), as well as all normal network traffic will travel through the same 
network connection. If the network is not adequately robust, congestion may occur causing reduced network 
performance or disruption of service, or the migration process may require an unacceptable amount of time to 
complete.  

For large data sets that are not feasible to transfer via the network, a data transport device can be used. A DTD is 
any storage device that can be mounted to the network and have the contents of the VDISK at the source 
transferred to it. The DTD is then unmounted, physically shipped to the destination, mounted at the destination 
and then final migrated to have its content copied to the destination and consolidated with any foreground data 
generated during the time it was being transported from the source to the destination. The DTD requires use of 
the attached physical storage device, but it minimizes background replication traffic from the network and can 
save considerable amounts of time for large data sets. 
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The Overall Estimation screen displayed at the conclusion of the estimation process shows a comparison 
between network and DTD migration to help you determine an appropriate migration type. 

 

 
 

NOTE: Refer to the Chapter 6 for more detail about setting up and using a data transport device for 
migration. 

  

Figure 31: Comparing DTD to network migration. 
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Migration Options: Group versus Independent 

If a group of VMs are identified with interdependent functions that must be moved together as a unit, the 
administrator may choose to migrate them as a group. When VMs are migrated as a group, their virtual disks are 
copied to the destination concurrently. During final migration, all the VMs in the group must be shut down to 
initiate the process and then their final bits of data are sent concurrently to the destination. After final migration 
is completed, the migrated VMs at the destination can be powered on by the administrator in appropriate order. 

In contrast to migration groups, VMs can also be migrated independently. In this case, each VM selected for 
migration will be migrated from source to destination one after another. The administrator has an option to let 
the system automatically final migrate the VMs without any additional interaction. A comparison of the 
difference between Migration Groups and Independent Migration is described below: 
 

Migration 
Option 

Data Replication State at Destination 

Group 
Migration 

Data for all VMs belonging to 
the group is replicated to the 
destination concurrently. 

Ready for Final Migration (default setting): When all VMs 
reach the state "ready for final migration" the migration 
process pauses waiting for the administrator to initiate final 
migration for the entire group. All VMs of the group will be final 
migrated through a single action by the administrator. 

No other option is available for group migration. 

Independent 
Migration 

Data for each VM is 
replicated sequentially. While 
one VM is migrating, other 
VMs selected for migration 
wait in a queue. Once a VM 
has fully completed 
migrating, the next VM will 
begin its migration process. 

Ready for Final Migration (default setting): When each VM 
reaches the state "ready for final migration" the migration 
process pauses waiting for the administrator to initiate its final 
migration. After final migration is complete, the next VM in the 
queue will begin its migration. 

Auto Final Migration: After the background replication for a 
VM is complete its final migration process automatically begins: 
shutting down the VM at the source, transferring final data, and 
starting the VM at the destination. Each VM in the queue will 
be processed automatically without any pause waiting for 
interaction by the administrator. 

Table 7: States at destination when migrating VMs as a group or independently. 
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Example of VMs to be migrated together as a group. 

  

Figure 32: The selected VMs will be migrated as a group. 
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The Migration Process 

As VMs are migrated, they will progress through the following stages that can be seen on the VM Migration 
Status screen: 

Status State Description 

Queued Task Queued The VM has been selected for migration, but no work has 
been started or performed on the VM or its data. 

Initializing Creating shadow VM A shadow VM is being created at the destination. 

Powering on shadow VM Powering on the newly created shadow VM. 

Waiting for shadow VM IP Waiting for the shadow VM to get an IP Address through 
DHCP. 

Apply Storage Policy Attaching the IO Filter Storage Policy to migrating virtual disks. 

Waiting to clone source VM During DTD migration – VM cloning is performed sequentially. 
The migration task will enter this state while it is waiting in the 
queue to be cloned to the DTD datastore. 

Running Replicating disks The disks belonging to the migrating VM are being copied to 
the destination (background replication). 

Not Running  The replication process is temporarily waiting for data. 

Ready To 
Migrate 

Ready for final migration After background and foreground data are reconciled at the 
destination, the state will change to “Ready for final 
migration.”  

* If the Auto Final Migration option is enabled, the system will 
not wait for user interaction but will immediately proceed to 
final migration. 

Final 
Migration 

Performing final migration This step creates an exact replica of the source VM 
configuration at the destination and attaches the final 
replicated disks. 

Destroying Shadow VM The shadow VM used for migration is removed from the 
destination. 

Completed Job complete The migration process has completed. 

Table 8: Stages of the migration process. 
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Migration Activities 

During Migration: At the Source 
During migration, the applications on the VMs continue to run at the source. Applications are stopped only for 
the final migration. Standard VMware cluster features may be used during migration, including but not limited 
to: 

• Snapshot creation and deletion 

• vMotion 

• Full clone creation 

• Linked clone creation 

For more information about features and limitations related to vSphere, see Chapter 8. 
 

NOTE: When migrating using data transport device, a full clone of the migration VM will be created on the 
DTD datastore at the beginning of the migration process. While this occurs, many VMware operations such 
as VM power state change, VM snapshot, vMotion etc., will be temporarily disabled. 

  

Figure 33: The VM Migration Status screen. 
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During Migration: At the Destination 
During the migration process the following activities take place at the destination: 

• Shadow VMs are powered on. 

• IP addresses for shadow VMs are assigned. 

• Disks are replicated. 

During Migration: Performance Monitoring & Controls 
For a detailed description of monitoring and management tools, see Chapter 7. 

State of VMs After Migration 
After migration is complete, the migrated VMs may be in a powered-on or powered-off state. Refer to the table 
below to understand their default states. 
 

Migration 
Option 

Final 
Migration 

VM at 
Source 

VM at 
Destination 

Notes 

Group Manual Powered 
Off 

Powered Off Pay attention to the power-on sequence of VMs 
that were migrated as a group so as to not break 
any interdependencies between them. (e.g. a 
database may need to be powered on before an 
application server that accesses it). 

Independent 
(without Auto 
Final Migrate) 

Manual Powered 
Off 

Powered Off It is currently not possible to select the order in 
which VMs will be independently migrated. 

Independent 
(with Auto 
Final Migrate) 

Automatic Powered 
Off 

Powered On VMs migrated using the Auto Final Migrate 
function will automatically be powered on at the 
destination. The original instance of each VM at 
the source will be shut down automatically (but 
not deleted) after it has been replicated. It is not 
possible to select the order in which VMs will be 
independently migrated. 

Table 9: States of VMs after migration. 
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Performing VM Migration over a Network 

Migration using a network connection is described below. This method will be suitable for many users and does 
not require the use of additional DTD hardware. Discussion of DTD migration is covered in Chapter 6. 

Start a New Migration 

1. Navigate to JetStream 
> Migrate. 
 

2. Click the button New 
Migration. 

 
 
 
 
 
 
 
 
 

Select Source VMs for Migration 

1. Select VMs to migrate 
from the source to 
the destination. Click 
the row to select a 
VM. Its checkmark 
icon will turn green.  
 
By default, all disks 
associated with the 
VM will be selected 
for migration. 

Figure 34: Start a new migration. 

Figure 35: Select VMs for migration. 
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2. Click the blue expose 
icon under the Disks 
column to expand the 
view showing all disks 
associated with the 
VM. From this view, 
individual disks can be 
selected for 
migration. 
 
Some disks may not 
be eligible for 
migration and will 
appear greyed out. 
This will also be 
reflected on the main 
page with a yellow 
circle displayed next 
to the blue expose 
icon. 
 
 
 
 

3. Indicate if the 
selected VMs should 
be migrated 
independently or as a 
group. 
 
 
 
 
 
 
 
 
 

 
 
 

 
 

Figure 36: Click the blue expose icon to view and select individual disks. 

Figure 37: Setting to migrate selected VMs as a group. 
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Independent Migration 

• If the VMs will be migrated independently, the Auto Final Migration option can be used to make the 
system automatically perform final migration without any additional interaction by the administrator. 
 
  
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

NOTE: Auto Final Migration can only be used for independent migration. It cannot be used for group 
migration. 
 
IMPORTANT: Auto Final Migration automatically shuts down VMs during the migration process. Shut down 
sequence cannot be specified. If this will be problematic – Do not use the Auto Final Migration function! 

  

Figure 38: Setting the Auto Final Migration option. 
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Group Migration 

• If the VMs will be migrated as group, specify the Shutdown and Power On runbook settings for the 
Migration group: 

 

 
 

 

 

   

Figure 39: Specify shutdown settings. 

Figure 40: Configure runbook. 

Figure 41: Specify power on settings. 
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Select Destination 

Setting the parameters for migration resembles the process used for estimation. In fact, the values set during 
the estimation process will be used as the starting default settings for migration. These settings can be changed 
as required. After VMs have been selected for migration, perform the following steps: 

1. Select the cluster or host at the destination to where the VMs will migrate. 

2. Select the storage resource at the destination to where the VMs' data will be copied. 

3. Select the destination network from the drop-down menu then click the Next button. 

  

Figure 42: Specify resources at the destination. 
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Begin Migration 

1. After performing the 
steps described 
above, a summary 
screen titled "Ready 
to complete" will 
appear. Click the Start 
button to begin 
migration. 
 
 
 
 
 
 
 
 

NOTE: If the agent file was not already uploaded previously, a screen to perform this action may appear. 

2. Work can continue "as normal" during the migration process. There will be no disruptions to compute or 
storage resources while migration is taking place. It is possible to monitor the current performance of 
migration from the Statistics screen. Additionally, adjustments can be made on-the-fly to fine tune migration 
performance on the network. These points are discussed in detail in Chapter 7. 

  

Figure 43: Click the Start button to begin migration. 

Figure 44: Monitoring and tuning controls that 
can be used during migration. 
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Final Migration 

As migration progresses data is copied from the source to the destination. After background data for a VM have 
been copied to the destination, the next set of steps can be performed to prepare it for final migration. 

1. Monitor the state of the VM's disk(s): 

• On the Migrate screen click the row of a VM to expose the details its disk(s). 

• Monitor the BG State (background) of each disk of the VM. Once all are in a "Completed" state, the VM 
can be powered off to prepare for final migration. 

 

NOTE: The same steps for final migration apply to VMs being migrated as a group or independently. 

  

Figure 45: Final migration can be started after the BG State indicates “Completed.” 
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2. If an alarm email was 
set, an email 
notification will 
automatically be sent 
from the system 
announcing that 
background data 
replication has 
completed. 
 
Review the BG State 
(as described above) 
then prepare for final 
migration. 
 
 
 
 

3. After all background 
data have been 
transferred, power off 
the VM. Do this using 
the Shut Down Guest 
OS function under the 
Actions menu or 
perform it manually 
through the vCenter. 
 
 
 
 
 
 
 
 

NOTES: 
• For Group Migration – All VMs of an entire group must be shut down before final migration can be 

initiated. 
• For Independent Migration – If the Auto Final Migration option is invoked, all of the steps related to 

final migration will automatically be performed by the system without any interaction by the 
administrator. 

Figure 46: Email announcing background data of a VM has completed replication. 

Figure 47: Power off VMs to prepare for final migration. 
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4. After a VM has been 
powered off the 
Status will eventually 
become "Ready To 
Migrate" and the 
State will indicate 
“Ready for final 
migration.” 
 
 
 
 
 
 
 
 
 
 

NOTE: When performing Group Migration, the final migration step can only be initiated after the Status 
becomes "Ready To Migrate" at the group level. 

 

  

Figure 48: A powered off VM is ready for final migration. 

Figure 49: The entire group must be Ready To Migrate before final migration can be started. 
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5. After the State indicates "Ready for final migration" click Final Migration under the Actions menu to 
complete the final migration process. 

 

  

Figure 51: Click Final Migration under the Actions menu. 

Figure 50: Final migration can be started after the State indicates “Ready for final migration.” 
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Terminating a Migration Task 

It is possible to cancel the migration of a VM or group of VMs while in progress. 

1. Highlight a VM or group 
that is currently being 
migrated. 
 

2. Under the Actions drop-
down menu select 
Terminate Migration. 
 
 
 
 
 
 
 
 

3. The migration job will be 
terminated on the system. 
The terminated job will not 
affect any other migration 
jobs currently in progress. 
 
 
 
 
 
 
 
 
 

 

    NOTES: 
• For Group Migration – Migration of a group can be cancelled all at once. Also, migration of VMs 

within a migration group can be cancelled individually without affecting the migration of other VMs 
in the group. 

• For Independent Migration – Terminating the migration of a VM will not affect the migration of any 
other VMs being migrated. 

  

Figure 52: Click Terminate Migration. 

Figure 53: Migration is canceled without affecting other VMs. 
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6. Using a Data Transport Device (DTD) 

This chapter discusses details specific to using a data transport device (DTD) for migration. Refer back to Chapter 
5 for information about the migration process in general. The same operating principles are relevant to 
migration no matter which method is used.  

When NFS and iSCSI datastores are used for the DTD, only some disk types will be preserved at the destination 
VM. Refer to the chart below for details: 

Datastore Configuration Disk Type at Destination 

NFS datastore as DTD 

Thin provision Disk type preserved 

Thick provision eager zeroed Disk type preserved 

Thick provision lazy zeroed Disk converted to thin provision 

iSCSI datastore as DTD 

Thin provision Disk type preserved 

Thick provision eager zeroed Disk type preserved 

Thick provision lazy zeroed Disk converted to thick provision eager zeroed 

Table 10: Disk types created at destination when using DTD. 

When using a DTD, some additional steps are performed during migration and are indicated in the migration 
Status column: 

DTD Status Description 

Copying source VM Copying migrating VM to DTD datastore at source. 

Transport ready Copying of migrating VM completed and DTD is ready for transport to destination 
datacenter. 

Waiting to Copy DTD disks Waiting for turn to copy DTD disks from DTD datastore to destination datastore. 

Copying DTD disks Copying migrating VM's disks from DTD datastore to destination datastore. 

Processing DTD disks An internal system process is being performed. 

Done Done processing of DTD disks. 

Table 11: Additional migration statuses when using DTD. 
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Configuring the DTD at the Source 

In order to use a DTD to move data from the source to the destination, an appropriate device will have to be 
prepared and mounted. 

1. Connect the DTD to the network so that it is accessible to all hosts of the source cluster. 

NOTE: Any compatible storage device that will work in your environment can be used. 

2. In vSphere, configure a 
new datastore on the 
DTD. (This is an example 
for NFS but any datastore 
type can be used.) 
 
 
 
 
 
 
 
 
 
 
 
 

3. Make sure the datastore 
of the DTD can be 
accessed by all hosts of 
the source cluster. 
 
 
 

  

Figure 54: Creating a datastore on the DTD. 

Figure 55: Datastore of the DTD must be available to all hosts. 
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4. Navigate to JetStream 
> Configure and click 
Edit Settings link in 
the Migration Setting 
section. 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

5. Set the migration type 
to the data transport 
device.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 56: Click the Edit Settings link. 

Figure 57: Select the DTD (Data Transport Device) option. 
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6. Specify the DTD 
datastore to be used 
at the source then 
click the Apply 
button. 
 
 
 
 
 
 
 
 
 
 
 

 

NOTE: The DTD datastore at destination will not be selectable until the DTD has been delivered to the 
destination site.  

 

7. The datastore is now ready to be used for DTD migration. 

Figure 58: Select the DTD at the source. 

Figure 59: The DTD is now ready for use. 
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Migrating Data to the DTD 

1. Set up and start migration as described in Chapter 5. Make sure the migration type is by DTD. After the 
clones of the source VM(s) being migrated are complete, the DTD Status will become "Transport ready." 

NOTES: 
• Since the migration type is by DTD, background data will be replicated to the datastore on the locally 

attached DTD. Therefore, pre-existing data will not be sent over the network to the destination. 
• Full clones of the source VM(s) are created on the DTD. 

 

 

 

NOTE: For group migration, make sure the DTD Status at the group level is "Transport ready" before 
proceeding. 

  

Figure 60: The DTD Status is now Transport ready. 
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2. After the DTD Status becomes “Transport ready” the datastore of the DTD can be unmounted and the DTD 
can be detached and shipped to the destination. 

 

IMPORTANT: All migrating VMs and VM groups must be "Transport ready" before unmounting the DTD. 

 

  

Figure 61: The datastore can be unmounted and then the DTD can be shipped to the destination. 
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Configuring the DTD at the Destination 

After the DTD has been delivered to the destination, perform the following steps to complete the migration 
process. 

1. Connect the DTD to the destination network. 

2. In vSphere, mount the datastore from the DTD. 

3. Navigate to JetStream > Configure and click Edit Settings link in the Migration Setting section. 

4. In the menu DTD Datastore at destination, select the datastore of the DTD used for migration. Click the 
Apply button to save the settings 

 

 

NOTE: The DTD datastore at source will not be selectable because the DTD has already been detached at 
the source. 

 

 

  

Figure 62: Configure the DTD at the destination. 
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5. Navigate to JetStream > 
Migrate and select the 
row of the VM or group 
being migrated. 
 

6. Under the Actions menu, 
select the option Process 
DTD Disks. Data will be 
copied from the DTD to 
the destination then 
processed. This step can 
take a significant amount 
of time for very large 
data sets. 

 

7. After the DTD Status for all disks have changed to "Done" power off the VM(s). Do this through the vCenter 
UI or by using the Shut Down Guest OS option under the Actions menu at the group or VM level.  

Figure 63: Processing the DTD disks. 

Figure 64: Power off the VM when 
the DTD Status is Done. 
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8. When the Status indicates "Ready To Migrate" select the Final Migration option under the Actions menu to 
start the final migration process. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

NOTE: Final migration can be performed after the VMs are powered off and their status is Ready To 
Migrate.  

Figure 65: The VMs can now be migrated. 

Figure 66: Start the final migration process. 
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Terminating Migration when using DTD 

While DTD migration is in progress, it is possible to cancel VM migration. 

1. Highlight individual VM(s) or an entire group to cancel. 

2. Under the Actions drop-down menu select Terminate Migration. 
 

 

NOTES: 
• Terminating DTD migration is not recommended while full cloning is in progress for the VM. 
• For migration groups – It is possible to cancel the entire group, or to cancel individual VMs within 

the group without affecting other migrating VMs of the group. 
• For independent VMs – Terminating a VM's migration will not affect the migration of the other 

VMs. 

 

  

Figure 67: Click Terminate Migration to stop migrating a VM from the DTD. 
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7. Performance: Monitoring and Control 

The performance of data migration is limited by an upper practical amount of network resources available 
between the source and destination. JetStream Migrate software features performance monitoring tools to help 
administrators evaluate migration performance over the network and administrator controllable "throttling" 
functions to optimize migration performance and network bandwidth consumption. 

Real Time Performance Graphs 

While migration is in progress, per-disk related statistics data are recorded and presented in a graphical format. 
Data about the disks of VMs migrating from the source are displayed on-screen in graphs that are updated in 
real-time. After migration is complete, the data can be reviewed in an audit log spanning the entire migration 
job. 

NOTE: After migration is complete, the graphs may appear to stop working. This is because migration data 
are no longer being transferred between the source and destination. The graphs only display “live data” 
being generated at the moment. 

Accessing the Performance Statistics Screen 

There are three ways to access the performance statistics screen: 

• Method 1: Navigate 
to JetStream > 
Statistics. This screen 
displays the 
performance graph 
screen of a disk 
selected by default.  
 
(The default selection 
is typically the last 
disk utilized.) 

Figure 68: The Performance Statistics screen. 
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• Method 2: On the Migrate screen click the name link of a VM. This will display the performance graph 
screen with a disk of the VM selected by default. (The default selection is typically the last disk utilized.) 

  
  
 

• Method 3: On the Migrate screen highlight a VM from the list then click the name of a disk belonging to that 
VM. This will display the performance graph screen showing details of the selected disk. 

  

Figure 69: Click the name of a VM to view its performance statistics. 

Figure 70: Select a VM then click a disk name to view its performance statistics. 
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Viewing Performance Statistics 

The performance statistics screen shows a variety of information about migration jobs in progress. 

For each disk, following data are recorded and displayed: 

Item Description 

Submit Time Timestamp when the task was submitted. 

Status Migration status (details are covered under “The Migration Process” in Chapter 5). 

Rate of Incoming Data Foreground data transfer rate – New data being generated by the application. 

Rate of Outgoing Data Sum of foreground and background data transfer rate – Data of the disk being 
transferred from the source to the destination. 

Remaining Data Remaining amount of foreground and background data to be transferred to the 
destination. Value starts with the original size of data on the disk at the source when 
migration is started and decreases to zero as the data are transferred to the 
destination. 

Table 12: Information displayed about migration jobs. 

Figure 71: The Performance Statistics screen. 
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• Viewing a Range: Move the sliders at the top of the graphs to adjust the range of data displayed.  
This allows areas of interest to be magnified or irrelevant data to be ignored.  

  
  
 

 

• Viewing a Point: Mouse over the line of a graph to view details about the data collected at a specific point 
in time. 

 

  

Figure 72: Adjusting display sliders. 

Figure 73: Viewing details of a point in time. 
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Performance (Backpressure) Controls 

To optimize the utilization and performance of network resources while migration is taking place, JetStream 
Migrate software provides two "backpressure" controls that allow the administrator to regulate migration 
performance and network bandwidth consumption. These controls can be dynamically adjusted any time during 
migration and will take immediate effect on the migration job in process. These settings primarily apply to 
migration conducted through a network; although, they also have some degree of effect on DTD migrations 
(which only makes limited use of the network). The settings apply to VMs being migrated as a group, a single VM 
being migrated as part of a group, or VMs being migrated independently. 

Backpressure Control Description 

Write Throttling If the network is too slow to handle all the foreground data being generated while 
migration is taking place, the task of replicating background data to the destination may 
never be able to complete. In such situations write throttling should be applied. Write 
throttling deliberately slows down the performance of data writes at the source thereby 
reducing foreground data which then allows more background data to be transferred 
over the network. 

To understand if write throttling should be applied, observe the "Remaining data" 
performance graph. If the value is steadily decreasing, write throttling is not necessary. 
If the value remains constant or increases, then data is not being transferred to the 
destination effectively and write throttling should be applied. 

Write throttling is not enabled by default (starting value = 0). The value can be adjusted 
as necessary to introduce and increase the amount of throttling applied. 

Replication Rate  Replication Rate controls the rate of background data replication over the network. If 
network resources are not adequate to support the combined amount of background 
and foreground data traffic generated during migration, the replication rate may be 
adjusted to optimize the performance of migration. 

Adjusting replication rate is a balancing act that requires a bit of trial and error. First of 
all, it is important to recognize that migration jobs produce background and foreground 
data on the network at the same time. If the background data is too heavy for the 
network, foreground data may become "starved" causing application performance to 
suffer. Conversely, if the foreground data is too heavy, background data will be reduced 
thereby disrupting data transfer to the destination. 

To make adjustments, start by observing the outgoing data and make sure they do not 
exceed available network capacity. If necessary, reduce the replication rate a bit and 
note any change in application performance. Next, observe the "remaining data" graph 
to ensure data is being transferred adequately (the downward sloping graph described 
above) and apply write throttling if necessary. Continue making minor adjustments to 
both controls while observing changes in application performance and data migration 
until balanced overall performance is achieved. 

The default replication rate starts at a middle value and can be adjusted upward or 
downward as required. 

Table 13: Administrator adjustable performance controls. 
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NOTE: After beginning a migration, check replication performance per the guidelines given above. The 
default settings may not be ideal for your hardware, network and IO profile. Adjusting the replication rate 
settings is important to optimal performance. 

 

1. On the Migrate page, 
select a running 
migration task (Group 
or VM). The selected 
item will become 
highlighted on the 
list. 
 

 

 

 

 

 

 
 
 

2. Select Change Setting 
from the Actions 
menu to access the 
performance tuning 
controls. 
 
 

 
 

 

  

Figure 74: Select a running migration task. 

Figure 75: Select Change Setting from the Actions menu. 
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3. The migration 
performance tuning 
controls will appear in a 
dialog window. Make 
changes as necessary 
then click the Apply 
button. 

 

  

Figure 76: The performance tuning controls. 
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Audit Logs 

All migrate related tasks are tracked in audit logs that can be reviewed at any time. 
 

1. Navigate to JetStream 
> Audit Logs to view 
the audit logs screen 
showing the full list of 
migration tasks 
performed by the 
system. 
 
 
 
 
 
 
 
 
 
 
 
 

2. Click any individual 
task listing to view its 
detailed information. 

 

 

  

Figure 77: Accessing the audit logs. 

Figure 78: Viewing details of an audit log entry. 
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8. vSphere Related Issues 

Applications can be run on VMs during the migration process without interruption or any change to operating 
procedure. Most VMware functions can also be used normally without special handling. Below is a list of some 
VMware functions and operating conditions that may require special attention while being used. Refer to the 
release notes for any additional last-minute additions or updates. 

Issue Details 

Snapshots 

VM with Existing Snapshot VMs with existing snapshot(s) CANNOT be migrated. In the VM selection GUI, 
VMs with snapshot(s) will be greyed out and cannot be selected for addition to 
the list of VMs for migration. To migrate a VM with an existing snapshot, first 
delete the snapshot using the VMware Snapshot Manager. Then the VM can be 
selected for migration. 

Snapshot Creation and 
Deletion on Migrating VM 

Snapshots can be created or deleted for a VM at the source while it is 
migrating. As a snapshot operation is being processed migration will be briefly 
interrupted and then automatically resumed. After migration, the snapshot 
operation will have been performed at the source, but not at the destination. 

It is strongly discouraged to perform snapshot operations during migration 
because a significant amount of system overhead will be consumed during the 
process and the VM snapshot will not be linked to the final VM created at the 
destination. 

Reverting a Snapshot on 
Migrating VM 

Reverting to a snapshot of a VM while it is being migrated must not be 
performed. This will cause the migration task of the VM to be ABORTED 
automatically. 

Storage 

VM with Delta Disk(s) If a VM to be migrated does not have any snapshots but delta disk(s) for it exist 
(e.g. a VM snapshot was successfully removed but its disk consolidation failed), 
then migration for the VM can be started but will fail at an early stage of the 
migration process. 

VM with Independent Non-
Persistent Disk 

Independent non-persistent disks are NOT be eligible for migration. The VM 
selection GUI page will show a warning message for VMs being migrated with 
Network migration that use independent non-persistent disks. These VMs can 
still be migrated via Network migration using other persistent disks. 

VMs using independent non-persistent disks cannot be migrated using a data 
transport device at all. Their VMs will appear greyed out in the VM selection 
GUI page. 

VM with Independent 
Persistent Disk 

An independent persistent disk can only be migrated using Network migration. 
If the migration type will be via DTD, the VM will appear greyed out in the list 
of VMs and cannot be selected for migration. 
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VM with Shared Disk VMFS disks configured to be shared across multiple VMs are NOT eligible for 
migration. The VM selection GUI page will show a warning message for VMs 
being migrated with Network migration that contain shared disks. 

VMs using shared disks cannot be migrated using a data transport device at all. 
Their VMs will appear greyed out in the VM selection GUI page. 

VM with RDM disk VMs with RDM disks cannot be migrated. 

 

Operations During Migration 

Disk Delete/Detach on 
Migrating VM 

If a disk is deleted or detached from a VM while it is migrating, the migration 
task for the whole VM will be ABORTED automatically. 

Adding New Disk on Migrating 
VM 

If a new disk is added to a VM while it is migrating, the new disk will be added 
to the VM at the source but will NOT be created or added to the VM at the 
destination. 

Disk Resizing on Migrating VM Resizing a disk of a VM while it is migrating is NOT supported. Doing so may 
cause errors with the migration. 

vMotion on Migrating VM vMotion of a VM while it is migrating is fully supported. Its migration will 
continue automatically after the VM has been vMotioned to another host in 
the source cluster. 

Storage vMotion on Migrating 
VM 

Storage vMotion of a VM while it is migrating is NOT supported. Doing so may 
cause data corruption on the final VM at the destination. 

Full Clone creation on 
Migrating VM 

A full clone can be created for a VM at the source while it is migrating. As the 
clone is being created, migration will continue without interruption. After 
migration, the full clone will exist at the source but will NOT exist at the 
destination. 

Linked Clone creation on 
Migrating VM 

A linked clone can be created for a VM at the source while it is migrating. As 
the clone is being created, migration will continue without interruption. After 
migration, the linked clone will exist at the source but will NOT exist at the 
destination. 

Table 14: List of vSphere issues as they relate to JetStream Migrate. 
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9. Removing the Software 

JetStream Migrate software can be completely removed from the vCenter when it is no longer needed. 

Checklist Before Software Removal 

After migration is done, it is OK to leave the software installed on the source system. When not being used, the 
software does not consume any system resources. If you choose to remove the software, please make sure the 
following conditions are met prior to software removal: 

• Make sure no Estimate or Migrate tasks are currently running or scheduled. All tasks must be in the 
completed or aborted/cancelled status. 

• The cluster that is configured with JetStream Migrate software to be removed, should have DRS 
enabled. If this is not possible, then it is acceptable to place all VMs of the cluster in a powered-off state. 
(This is necessary because any VM running on the ESXi host will prevent the host from entering 
maintenance mode, which is required for uninstallation of the software.) 

Clear JetStream Storage Policies  

Make sure any VM Storage Policies created by the JetStream Migrate software are NOT referenced by any virtual 
disk in the cluster. 

• JetStream Estimator Policy 

• JetStream Network Migration Policy 

• JetStream Device Migration Policy 

Using the vCenter Web Client, navigate to the "Policies and Profiles" screen and open the "VM Storage Policies" 
page. Inspect each JetStream storage policy and note if any VM or virtual disk still references it – if so, edit the 
VM's storage policy resetting it to "Datastore Default" thereby removing it from the JetStream storage policy. 
When done, the JetStream storage policies should all be empty. 

In some cases, a leftover storage policy cannot be detached from a virtual disk, due to the presence of a VM 
snapshot, delta disk, clone, linked clone, template, etc. In such situations, they must first be removed, or the disk 
consolidated before detaching the VM storage policy. 
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This is an example of the steps to clear the JetStream storage policies: 
 

1. Navigate to the VM 
Storage Policies page 
in vCenter. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2. Select the menu item 
to view VM Storage 
Policies. 

 
 
  

Figure 80: Viewing VM storage policies. 

Figure 79: Open the VM Storage Policies page. 
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3. Inspect each 
JetStream Storage 
Policy and note any 
VMs or virtual disks 
that reference it. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

4. Reset each item's 
policy to "Datastore 
Default" causing it to 
be removed from the 
JetStream storage 
policy. The desired 
end result is for all 
JetStream storage 
policies to be empty. 

 
 

  

Figure 81: Review each JetStream storage policy. 

Figure 82: Remove all entries from each JetStream storage policy. 
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Software Removal Process 
After all JetStream policies have been removed, the software can be uninstalled. 

Unconfigure the Cluster 

Start by uninstalling the JetStream Migrate host package from all hosts of the cluster. 
 

1. Navigate to JetStream 
> Configure. Click the 
Unconfigure link at 
the top of the Cluster 
Summary section. 
 
 
 
 
 
 
 
 
 
 
 

 
 

2. A pop-up dialogue 
box will appear to 
confirm the 
unconfigure request. 
Click the OK button to 
begin. 

 
 
  

Figure 83: Click the Unconfigure link. 

Figure 84: Click OK to unconfigure the software. 
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3. The unconfigure 
process will begin and 
a progress bar will 
appear. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

4. After the unconfigure 
process has finished, 
a completion message 
will appear. Click OK 
to close the dialog 
box and return to the 
Configure screen. 

 
 
  

Figure 85: The software is being unconfigured. 

Figure 86: The software has been unconfigured. 
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Unregister the Plugin 

After JetStream Migrate software has been unconfigured from the cluster, its plugin can be unregistered from 
the source vCenter. This will remove the JetStream plugin from the vSphere Client. 
 

1. Return to the OVA 
deployment screen 
(previously described 
in Chapter 3). Click 
the link at the 
bottom of the 
message window to 
unregister the 
vCenter Server. 
 
 
 
 

 
 

2. On the credentials 
screen, enter the 
username and 
password for the 
source vCenter and 
the destination 
vCenter. Then click 
the UNREGISTER 
button.  
 
 
 
 
 
 
 

 

NOTE: If the source and destination vCenters use same login credentials, be sure to select the checkbox 
option. 

Figure 87: Click the link to unregister the plugin. 

Figure 88: Enter credentials to begin unregistering the plugin. 
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3. A confirmation message will appear and then the initial (empty) register page will be displayed affirming the 
plugin is no longer registered on the system. 

 
 

  

Figure 89: The plugin is now unregistered from the system. 
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10. Troubleshooting 

This section describes what to do if problems or difficulty are experienced while using JetStream Migrate 
software. If an issue cannot be resolved, generate log files then contact your JetStream support representative 
for additional assistance. 

Support Log Bundles Collection 
There are two bundles of log messages that must be generated to assist JetStream support in resolving technical 
problems: 

• A Management Server Support Bundle created using the GUI. 

• A vCenter Support Bundle created using the vSphere Web Client. 

Management Server Support Bundle 

To generate a Management Server Support Bundle that includes logs and files: 
 
On the VMware management server navigate to Home > JetStream > About. Click the link Collect Support Logs 
to create and download files and logs that can be sent to JetStream support. 

 
 
 
  

Figure 90: Collecting support logs. 
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vCenter Support Bundle using the vSphere Web Client 

To generate a vCenter Support Bundle that includes vCenter server and ESXi host logs: 
  

1. Using the vSphere 
Web Client, right-
click the vCenter then 
select Export System 
Logs... 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Alternatively, 
navigate to Monitor 
> System Logs. On 
the System Logs 
screen click the 
Export System Logs 
button. 

 
  

Figure 91: Select Export System Logs from the menu. 

Figure 92: Click the Export System Logs button. 
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2. In the Export Logs - Source window that appears: 

• Select the hosts for which logs are desired by checking the boxes. 

• Select the checkbox to include vCenter Server and vSphere Web Client logs.  

3. Click the Next button to proceed to the Export Logs - Ready to Complete screen. All items in the displayed 
list have sub-items that can be accessed by clicking the arrow symbol to the left of the check-boxes. It is 
extremely important that the sidecarfiles checkbox under the Virtual Machines category is selected. 

 NOTE: The sidecarfiles for each host must always be included in any support bundle. 

4. After all selections have been made, click the Generate Log Bundle button. 

5. After log generation is completed, click the Download Log Bundle button to download the log file. 

6. After the log file is downloaded, click the Finish button or generate another log bundle. 

NOTE: Closing the vSphere Web Client while a log download is in progress will cancel the download. The log 
bundle generation process can take a long time to complete. While the process is running it is possible to 
continue working in vSphere by opening a new instance of the vSphere Web Client. 
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Plugin Registration Issues 

JetStream Migrate Plugin (icon/tabs) not showing after registration 

Occasionally, an incomplete DNS resolution during installation may result in the JetStream icon and tabs not 
appearing in the vSphere Web Client. 

Recommended Solution 

1. If the JetStream tab is not visible, make sure you are at cluster level and inside the Manage or Monitor tab. 

2. Verify that the Management Server FQDN hostname is reachable from the vCenter Server. 

3. Verify that vCenter Server FQDN hostname is reachable from the Management Server. 

4. Make sure the vCenter system time, JetStream Management Server system time, and system time for host 
that has the JetStream Migrate Appliance VM are all in sync (no more than 5 minutes difference). 

5. Enter the command fios ms --doctor at a management server VM console window. Verify that all 
components (hostname, IP address, DNS entry, etc.) are correct. If any problems are discovered, resolve 
them before proceeding. 

6. Make sure if you can see the correct version of the JetStream plugin and its state is enabled in the registered 
plugin as shown below. You can access this information by clicking: Home icon > Administration > Solutions 
> Client Plug-Ins. 

7. Unregister and then re-register the management server. 

8. Restart the VMware vSphere Web Client services on the vCenter Server. 

Installation Issues 

Host Package Installation Failure 

Installation of the host package fails on some hosts of a cluster and attempting to reinstall them does not resolve 
the problem.  

Recommended Solution 
In some cases, the JetStream Migrate package may fail to install on a host due to the vCenter Server not being 
reachable from that host. All hosts under a cluster must be able to reach the vCenter Server by its FQDN 
hostname to download the JetStream Migrate software package. 

  



 

88 

 

JetStream Migrate Administrator’s Guide 

Cluster Configuration Issue 

Failure to Configure Cluster through GUI 

When using the GUI to configure a cluster, the installation may fail with a message indicating, “Replication SPBM 
capability does not exist on vCenter Server for requested IO Filter.” 

Workaround 
Go to vCenter Server > Configure > Storage Providers 

• Deleted storage providers for the all the hosts in the cluster. 

• Rescan to bring them back. 

• Synchronize all storage providers. 

• Try cluster configuration again. 
 

If the above steps do not resolve the problem, restart the vCenter server and try cluster configuration again. 
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Performance Issues 

Migration Task Initialization Taking Too Long 

The initialization of the migration task is taking a very long time, with the process appearing to be hung in the 
"Creating Shadow VM" state. 

Workaround 
If a migrating VM's disk at the source is thick provision eager zeroed, it may take a long time to create a shadow 
VM at the destination. During this process, the migration status will show "initializing" and the state will read 
“Creating shadow VM.” If the disk is large, this state may persist for a long time, even though the process is still 
running normally. The migration will progress after the shadow VM has been successfully created. 

Outgoing Data Rate Is Too Low 

Issue 
Provided a high-bandwidth network connection, the replication rate is much lower than expected.  

Workaround 
The default replication rate may be low for a high-performance network. Try adjusting the replication rate to a 
higher setting, as explained in Chapter 7. 

Issue 
Provided a high-bandwidth network connection, the replication rate is much lower than expected. Additionally, 
increasing the replication rate does not increase the outgoing data rate. 

Workaround 
The storage at the destination may be too slow. If faster storage is available at the destination, use that 
datastore instead. (Note that this requires starting the migration over from the beginning.) If faster storage is not 
available at the destination, consider adjusting the write-throttling control to reduce IO at the source, as 
explained in Chapter 7. 
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11. Contacting Technical Support 

Customer services and support are offered by telephone, email, or through the website. 

1. Telephone: This is the preferred method for escalations and high-severity cases. 
North America: +1 (408) 766-1775 x1 

2. Email: support@jetstreamsoft.com 

3. Website: http://www.jetstreamsoft.com/about/support/ 

 

 

  

mailto:support@jetstreamsoft.com?subject=JetStream%20Accelerate%20Support%20Issue
http://www.jetstreamsoft.com/about/support/
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